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Abstract

Developments in information technology constitute the core of a fundamental transformation of
internal audit approaches. The traditional concept of internal audit on periodic and traditional audi-
ting with the inclusion of concepts such as data mining, artificial intelligence, and machine learning
is replaced by modern continuous, risk-focused auditing. Recently, in sectors that have high transa-
ction volume such as banking, continuous audit activities combined with data mining applications
have become prominent in effectively managing fraud risk. In this study, an example of the examina-
tion process related to savings account fraud in Turkey has been presented by providing basic infor-
mation about the central audit activities applied as a continuous audit approach in the banking sector.
The banking transactions used as data in this fraud auditing were generated realistically and at ran-

dom. Data mining techniques have been applied to these transactions to detect fraud risks.
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Central Audit Activities as a Continuous Audit Approach in the Turkish Banking Sector: A Case Study About Frauds in Savings Accounts

Oz

Bilgi teknolojilerinde yaganan gelismeler i¢ denetim yaklasimlar: izerinde kékli bir déniisimiin
cekirdegini teskil etmektedir. Veri madenciligi, yapay zeké ve 6grenen makinalar gibi kavramlarin et-
kisi ile periyodik ve rutin denetimler {izerine kurgulanan geleneksel denetim anlayisinin yerini siirekli
ve risk odakli modern denetim anlayisinin aldig1 gériilmektedir. Son dénemde bankacilik gibi yiiksek
islem yogunlugu ihtiva eden sektorlerde suistimal risklerinin etkin olarak yonetilmesi i¢in veri ma-
denciligi uygulamalari ile harmanlanan siirekli denetim faaliyetleri 6ne ¢ikmaktadir. Bu ¢alismada
bankacilik sektériinde bir siirekli denetim yaklasimi olarak uygulanan merkezden denetim faaliyetleri
hakkinda temel bilgiler sunularak Tiirkiye 6zelinde 6rnek bir mevduat suistimal vaka denetimi siire-
cine yer verilmistir. Suistimal denetiminin gerceklestirilecegi islemler gercege uygun bir sekilde rast-
lantisal olarak iiretilmistir. Bu islemler tizerinde veri madenciligi teknikleri uygulanarak hile riskleri-
nin tespiti yapilmustir.

Anahtar Kelimeler: I¢c Denetim, Bankacilik, Siirekli Denetim, Merkezden Denetim, Veri Analitigi.

Jel Kodlar1: G21, M42

1. INTRODUCTION

An enormous transformation in the world of internal audit has occurred with the evolu-
tion of information technology. The role of the banking sector has been strengthening in the
global economy where radical financialization has taken place. This phenomenon enhan-
ces transaction volume in the banking sector and brings along additional fraud risks. These
risks must be mitigated, as confidence in collecting deposits and credit processing has criti-
cal importance in terms of banking stability. Due to this increased transactional volume in
the banking sector, conventional internal audit approaches are no longer sufficient with re-
gards to managing fraud risks and providing efficiency in fraud audits. Through data mi-
ning techniques that were used in the audit process, a central audit activity enables the sepa-
ration of high-volume data recorded by the banks on the basis of risky transactions. For this
reason, the central audit shows itself as a strong tool for fraud detection and prevention. The
central audit is a continuous audit approach focused on data analytics that allows auditing
transactions instantaneously or very shortly after the execution of a fraud. Especially in sec-
tors that have high transaction volume, such as banking, it is increasingly important to uti-
lize the central audit.

The banking sector has a leading role in the use of information technologies. Accor-
dingly, the banking sector is at the forefront of the sectors in which data production has ri-
sen day by day and reached very large volumes. The data produced in the banking sector has
a variety ranging from the accounting records representing the realized transactions to the
log records where all the digital movements are stored. In banking, almost all services are of-

fered using software. This process results in the recording of each activity as well as the rapid
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and high-quality execution of processes. All records kept in the banks database have the cha-
racteristics of important inputs in organizing the business processes of the related depart-
ments. Therefore, it can be said that there are internal audit activities among the areas where
these data sets can be used most effectively. It is of critical importance to analyze the data
representing the customer transactions with certain techniques and to convert them into
useful information to detect risky transactions and to prevent fraud attempts within the fra-
mework of risk-based audits. Data analytics and data mining applications are effective tech-
niques used to transform data into meaningful information. The efficient data analytics and
use of technological tools reduce operational costs in internal audit processes, as well as avo-
idance of reputation loss arising from fraud in banks.

The centralized audit is an internal audit approach that is used as a continuous audit mo-
del in the banking sector and makes it possible to perform audits on the databases where the
activities carried out in the bank units are recorded. Therefore, thanks to centralized cont-
rol, the activities carried out in these bank service units can be controlled remotely. In this
respect, centralized control can also be considered a remote audit technique. In other words,
central audit in the banking sector is a risk-based continuous audit approach based on com-
puter-assisted audit techniques (CAATs). With CAATs and continuous audits, risk symp-
toms and abnormalities in operations can be easily detected. In contrast to the traditional
audit, where the internal auditor assures the past, an instant and actual assurance is provi-
ded with the continuous audit. In other words, under the guidance of continuous audit, it is
possible to determine the risks before the risks arise and to take the necessary precautions.
In this respect, central audit as a continuous audit approach plays a vital role in occupational
fraud audit processes in banking. In this study, specific to central audit as a continuous audit
approach studies the banking sector in Turkey, specifically, the process of detecting embezz-
lement using SQL software is presented as a case study. The purpose of the study is to explain
how the embezzlement is detected using SQL in the Turkish banking sector. It is thought that
the study will contribute to the literature since no similar studies have been perfomed before.

2. LITERATURE REVIEW

The literature about central audit applications, data mining techniques or Computer Ai-
ded Audit Techniques (CAATS) in banks is limited. In this context, some academic studies
on internal audit practices based on CAATSs and data mining techniques in banks are pre-
sented below.

Debreceny, Lee, Neo and Shuling Toh (2005) evaluates the use of CAATSs in financial ins-
titutions. In particular, this study reveals the nature of the Generalized Audit Software (GAS)
practices used by the bank in internal and external audits. In this study, the interview met-
hod, which is a qualitative research technique was used. It has been observed that the scope
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and frequency of the use of GAS has changed substantially. According to the study, internal
auditors see GAS as a tool for private investigations (e.g. fraud detection) rather than as a ba-
sis for regular audits.

Bologa, Bologa, and Florea (2013) aim to investigate the benefits of Big Data technology
and the main methods of analysis that can be applied to the particular case of fraud detec-
tion in the public health insurance system in Romania. In this study, a qualitative research
technique is used and the research is a case study. As a result, it has been determined that

Big Data technologies will contribute to the effective detection of fraud in the health sector.

Teeter, Alles, and Vasarhelyi (2010) examine the concept of “remote control” as a pro-
cess. The study was conducted in a theoretical framework. It is emphasized that internal au-
ditors combine remote control with analytical procedures to gather electronic evidence, inte-
ract with the external auditor and report the accuracy of financial data and internal controls.
According to the study, information, computing technologies, and data analytics provide re-
mote work opportunities for internal auditors, reduce travel costs, and prevent late response

to operations and increase efficiency and audit coverage.

Bhambri (2011) aims to highlights data mining applications in the banking sector. The
study has a theoretical feature. This paper explains the fraud detection process as a tool used
in data mining processes. According to the article, using data mining applications helps to
identify the indicators that can lead to frauds.

Chitra and Subashini (2013) focus on data mining techniques and fraud prevention and
detection in the banking sector. The study was conducted in a theoretical framework. Ac-
cording to the study, the customers with some demographics and transaction patterns are li-
kely to misuse banks. The data mining technique helps to detect such symptoms that lead to

fraud and to analyze processes.

Rahman and Anwar (2014) aim to present the perceptions of Islamic banking employees
in Malaysia on the effectiveness of fraud prevention and detection techniques. In this study,
a survey method a quantitative research technique was used. The results from the 146 ques-
tionnaires submitted from bank managers and officers indicate protection software/applica-
tion as the most effective component of fraud prevention techniques.

Earley (2015) provides a background on the rise of Big Data and data analysis, a hot to-
pic in the public accounting profession. The study has a theoretical feature. Despite the im-
pression that data analytics is not easily accepted in auditing, public accounting firms conti-
nue to make significant investments in the development of data analytics related to the audit.

It can be said that the transformational effect of these efforts will start to be seen over time.

The purpose of Tang, Norman and Vendrzyk’s (2017) study is to understand the use of

data analytics in the internal audit function and to investigate the types of tools that internal
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auditors use for analytical purposes by considering the big data. In this study, the interview
method which is one of the qualitative research techniques was used. In this context, certi-
fied fraud examiners in both for-profit and not-for-profit organizations were interviewed.
The findings show that certified fraud examiners value professional certification and data
analytics. Certified fraud examiners report that they use data analytics techniques for dif-
ferent purposes and that a significant amount of budget is allocated to the internal audit to
support this function.

These researches show that data analytics applications in the field of fraud auditing have
started to be used in recent years and these applications have made significant contributions
to fraud detection and prevention processes. Therefore, it can be said that the management
of Big Data is critical today and in the future to combat fraud in sectors such as banking and

insurance where a large volume transactions are performed.

3. THEORETICAL FRAMEWORK

This part provides theoretical information about internal audit, risk-focused internal au-
dit, continuous audit and the relationship between internal audit and fraud within the fra-
mework of relevant literature.

3.1. Internal Audit And Risk Based Internal Audit

According to the definition by The Institute of Internal Auditors, internal audit is an in-
dependent, objective assurance and consulting function which aims to improve operations
of an organization and add value to them. Internal audit contributes to the achievement of
an organization’s objectives by developing a systematic and disciplined approach to asses-
sing and improving the effectiveness of risk management, control and governance processes
(ITA, 2016, p.23). Within this scope when the role of internal audit is evaluated, internal au-
dit as an activity providing independent, objective assurance and consulting about an orga-
nization’s risk management, control, and corporate governance process. This contributes to
the institutionalization of managerial accountability in businesses (Uzun, 2009, p.3). In this
sense, the internal audit activity considers the following matters to assess the risks which
are faced at the institution’s governance processes, operations and information systems (IIA,
2016, pp.11-12):

o Achieving the strategic goals of the organization

o Reliability and accuracy of financial and operational information
o Effectiveness and efficiency of activities and programs

o Protection of assets

o Compliance with laws, regulations, policies, and agreements.
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Table 1: The Shifting Focus of Internal Audit

The 20th-century internal audit Today’s typical internal audit model The risk-centric internal audit model

model of tomorrow

Controls assurance based on cyclical Controls assurance based on the risk- Assurance on the effectiveness of risk

or routine audit plans based internal audit plan management in addition to controls
assurance

Source: PWC, 2012, p. 2.

Risk-based internal audit is a methodology that associates all of the risk management
work frames of an organization with an internal audit. A risk-based audit provides an inter-
nal audit structure that presents assurance to the board by establishing an effective risk ma-
nagement system based on the basis of risk appetite (CIIA, 2014, p. 1). Risk-based internal
audit is an audit system that proposes to identify the risk factors concerning business pro-
cesses, to measure the risk levels, to evaluate effectiveness and efficiency of controls to be
applied regarding these risks and to prioritize the audits at areas that contain high-level risk
(IDKK, 2013, p-180). Modern internal audit has replaced the traditional internal audit with
a risk-based approach. Here, more important risks for the enterprise are identified. (Marks,
2015, p.18). Internal audit’s focus has faced important changes from past to present (PWC,
2012, p.2). This change process is shown in the table above.

3.2. Continuous Audit

With the opportunities that are provided by information technology, incoming and out-
going documentation in classical internal audit has vanished and the scope of internal au-
dit has turned into e-mail audits (Uzun, 2002, p.37). Manual controls run too late to prevent
costly frauds, causing destructive reputation loss and negative financial results (Ramamoorti
& Dupree, 2010, p.66). Since audit clients have increasingly refined their business systems
from the documents, there is often no need to examine concrete paper and documents in au-
dits today. Developed auditing software enables auditors to perform most of the audit met-
hods on-line (Bierstaker, Burnaby & Thibodeau, 2001, p. 159). The transformation to elect-
ronic data warehouses and online simultaneous transactions from archiving documents by
filing concretely has made serious anxiety in the mind of internal audit professionals (Liang
, Lin & Wu, 2001, p. 130). Concerns that result from developments in information techno-
logies are also related to risks with relevant upcoming technologies (Once & Isgiiden, 2012,
p.50). Because information systems are widely utilized in the business world, various oppor-
tunities for deceptions has arisen from the point of the employee whithin a business and also
people outside of a business (Hillison, Pacini, Sinason, Carson & Marlett, 2000, p.171). The-
refore, rather than the mentality of reactive audit implementation, i.e. auditing some time af-
ter the operations are carried out, the continuous audit philosophy referring to audit concur-
rently with operations has come into practice.
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The continuous audit is a wide electronic auditing process that makes it possible for au-
ditors to supply some degree of assurance on information concurrently with, or shortly after,
the disclosure of information (Rezaee, Sharbatoghlie, Elam & Mcmickle, 2002, p.150). Te-
chnology has a key role in the continuous audit approach (Coderre, 2008, p. 70). The conti-
nuous auditing mentality in itself aims to provide assuring information that synchronously
presented to the users by using advanced technology (Memis & Tiim, 2011, p.149). This au-
dit methodology is a combination of technology-based risk and control assessment. Busi-
ness processes connected to continuous audit have been designed so that internal auditors
can enable reporting about a topic in a much shorter time than a traditional retrospective
approach (IIA, 2015, p.5).

3.2.1. Key Elements And Advantages of Continuous Audit

The continuous audit has two main parts, continuous risk assessment and continuous
control assessment. Continuous risk assessment means the audit activities that determine
and evaluate risk levels exist across the entity by assessing and comparing trends in proces-
ses and systems. When it comes to continuous control assessment, it means those audit acti-
vities evaluate weather selected controls are working properly or not (Coderre, 2007, pp.2-3).
The situation of continuous control assessment and continuous risk assessment in a conti-
nuous audit model is shown the figure below. This model, which is called a continuous risk
and control assurance model, has a function including continuous risk assessment and con-

tinuous control evaluation processes.

Organizational Goals Key Performance
and Objectives 5 N Indicators
‘
Risks Witsmianing Key Risk Indicators
L Continuous
Controls < Control
‘ Auditing Continuous
‘ Enterprise Data ‘ D .:\‘ssur::n‘:elms
On—den}apd ‘ Continuous Data Mining/Auditing
Data Mining and Fraud Detection

R

Figure 1: Continuous Risk/Control Assurance Model
Source: Marks, 2010, p.3

In the above figure, two main components are becoming prominent in the form of conti-
nuous control audit and the continuous risk monitoring to attain organizational goals. Ope-
rational data stored in the data warehouse are used for continuous audit by using informa-
tion technology. In the process of continuous audit, this data goes through the continuous
control audit and the continuous risk monitoring phases. Through making necessary control

and risk assessments in these phases, organizational goals are achieved. As mentioned above
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continuous audit consists of control, monitoring and assessment activities mainly imple-

mented with information technology (Ozbek, 2012, p-1028). As an example, payments to be

made above a specific sum of money (15.000 TRY) to depositors after approval (maker/che-

cker). The following steps shall be followed in the continuous audit activities on the internal

control process designed for applying to secondary approval in these operations:

Deposit payments above 15.000 TRY shall be extracted from data warehouse by
using related software (continuous audit/continuous data mining),

It shall be controlled whether there is a secondary approval given by the checker and
whether this control point in the system is overridden in all of these transactions
(continuous control audit) or not,

Even though secondary approval is present at all transactions, it shall be evaluated
whether approvals perform efficiently, for example, by establishing a controlled en-
vironment in which the passwords are not shared with others (continuous risk mo-

nitoring).
After these related studies it can attain organizational goals.

There are some essential components to run a continuous audit system. (Searcy, Wo-
odroof & Colson, 2003, p. 46)

The continuous audit environment typifies data exuded from the server system and

the auditor’s monitoring devices within the system.

The continuous audit agreement is the contract between the parties participating in
the continuous audit.

The continuous audit is entirely dependent on the reliable functioning of intercon-

nected systems.

Transfer of information between the parties must be approved and supplied confi-
dentiality, integrity, and authentication.

When auditors access a web page in a continuous audit environment, they should be
able to reach evergreen content.

Continuous audit activities improve organizations’ internal audit processes and add value

to internal audit operations. Based on this, the following advantages can be achieved by the

use of internal audit practices in internal audit processes (O’Reilly, 2006, p.26):

Building the audit process to be quicker, cheaper, more efficient, and more effective.
Shortening audit frequencies to provide more well-timed risk and control assurance.
Reaching greater audit coverage without the need to extend your resource base.

Managing audits on a daily, monthly, or quarterly basis.
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o Automating periodic audit testing and enhance audit frequency.
o Auditing 100 percent of data populations instead of just data samples.
o Matching and recalculating populations of data.

o Improving assurance quality as well as speed.

Fraud detection is one of the fields most preferred for continuous audit practices (Ozbek,
2012, p. 1031). Continuous auditing can continuously test 100% of transactions in compari-
son to periodical auditing of a sample transaction group. For this reason, it changes the au-
dit paradigm. The latest developments in information technology consist of the main reason

that continuous auditing can be performed (TIDE, 2016, p.137).

3.2.2. Importance of Data in Continuous Audit and Data Mining

The first step to developing continuous audit methodology is reaching and understan-
ding data (Coderre, 2007, p.2). The position of the data in the continuous audit process and

its importance is shown below.

Data
Corporate Transformation

¥

Systems
Data

y
Audit Data
Server

Figure 2: Example of A Continuous Audit Approach
Source: Rezaee, Sharbatoghlie, Elam & Mcmickle, 2002, p.156
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In the figure, it appears that all data generated in enterprise data systems are stored by
transferring to the audit data server. The data gathered in the audit data server is subjected
to some conversion operations so that the audit data warehouse is created. Finally, data in
the related audit data warehouse is analyzed directly or after some processing to make it ava-
ilable to audit. Accordingly, the phases of data storage in a continuous audit are, confidenti-

ally, conversion, processing, and analysis of data.

In traditional internal audit activities, it is attempted to reach an opinion on the whole

data set, especially by sampling huge data sets. However, with the support of continuous
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audit techniques such as data mining, it is possible to analyze the entire data set, even if it is
very large (Ozbek, 2012, pp.1031-1032).

Data mining is one of the techniques utilized at the center of continuous audit operati-
ons. Data mining as a proactive audit technique is utilized while performing audits by inter-
nal auditors with relation to misappropriation of assets (e.g. embezzlements in banks) and
information misrepresentation (IIA, 2009, p.11). Data mining is one of the data analytics te-
chniques commonly used for fraud detection. The data mining concept has a key role in a
comprehensive fraud audit system (CIMA, 2009, p.24). But data mining is a technique that
produces alarms regarding fraud attempts rather than detecting the fraud directly (Buoni,
2012, p.37). Intuitions have an important role in data mining; because anomalies or excep-
tions to them can be completely harmless and can be verified in this way (Golden, Steven &
Mona, 2006, p.386), auditors need to use professional reasoning power to examine the ano-
malies and sample data (Vona, 2008, p.70). The significant advantage of data analysis tech-
nology is that it addresses the specific needs of the auditor when detecting indicators of fra-
udulent activity (ITA, 2011, p.9). With data analysis, data mining and digital analysis tools,
it is possible to identify suspicious transactions, monitor fraud threats, and vulnerabilities,
and analyze thousands or millions of transactions (ITA, AICPA & ACFE, 2008, pp.36-37).
The findings obtained by applying data mining techniques have never been able to provide
complete assurance of the accuracy of the fraud directly. Data mining does, however, allow
the auditor to conduct risk-based and proactive audits using professional judgment on the
tindings obtained.

3.3. Central Audit in Banks

Continuous audit, called central audit or remote audit in banks, has developed to a great
extent to help financial institutions assess the risks in branch networks in particular. Central
audit as a continuous audit approach in banks is an audit methodology developed to control
records through the bank database. It is aimed to prevent potential risks with data analysis/
interpretations made within the scope of central audit activities and to contribute more to
the proactive audit approach (ZB, 2008, p.56). The core of central audit activities is based on
computer-assisted auditing techniques (CAAT) (VB, 2016, p.103). Remote audit studies give
an opportunity to consistently monitor very risky fields, notably credit and human resour-
ces areas (1B, 2016, p.77). The following operations are carried out within the scope of cent-
ral audit activities (HB, 2016, p.124):

o  Early detection of possible fraud and operational errors by concentrating on transa-
ctions with high-risk levels.

o  Establishment and examination of various risk reports protecting the interests of de-
positors and bank shareholders.
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Central audit operations with remote monitoring techniques are executed to determine
the problems in processes and applications and to provide coordination with interested par-
ties for taking action by analyzing customer complaints (GB, 2016, p.126). All documents
are archived in systematic databases, the so-called the operations center, which is carried out
in banks with the help of information processing technology. This phenomenon contributes
to developing central audit implementations day by day. Through scenario analysis designed
within the frame of central audit implementation, not only actual frauds may be detected,
but also there is a deterrent effect in terms of preventing possible irregularities. Within the
context of remote audit operations, existing scenarios’ efficiency is permanently reviewed
and new scenarios are created against potential irregularities by evaluating new business
processes, systematic improvements are made to minimize manual process-related risks that
are used in audit process (ZB, 2016, p.74).

The following activities are carried out by the central auditing activities (HB, 2009, p.80):
«  Gain instant control of risky operations.

o Identification of possible irregularities in the earliest time and without much damage.
o  Standardization of internal audit activities.

o Improvement of site audits’ quality and efficiency.

o Decrease the time of site audits which are performed in branch, unit, and subsidiaries.

o Concentration of risky transactions as part of risk-based audit concept.

Scenarios are created based on a specific risk set up within the frame of central audit ac-
tivities. Analysis and scenario development processes are mainly in the form of brainstor-
ming sessions. Scenarios obtained in the result of these brainstorming sessions are formu-
lated by using a business intelligence software (ACL etc.). These formulas are implemented
onto data from the unit to be audited. Risky operations are detected by applying data mi-
ning techniques on account transactions and logs regarding all transactions performing in
the bank. Thereby concurrent audits may be executed without having to go to any place.
Thus, for example, deposit and credit transactions which are fulfilled in branch can be per-

manently monitored.

3.4. Relationship Between Internal Audit And Fraud

Since it is difficult to detect fraud, internal auditors try to develop different methods over
time. Concordantly, proactive methods have crucial importance in immediately detecting
the presence of fraud and avoiding damage before reaching important levels (Catikkas & Ca-
lis, 2010, p.156).
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The internal auditor who implements a proactive method doesn’t wait for the realization
of fraud or the emergence of a sign of fraud. Internal auditor tries to figure out the type of
frauds that can be done in the organization and the possible clues about these kinds of fra-
uds. Then internal auditor examines whether there are these kinds of symptoms in the entity.
In this approach, which can also be considered as a hypothesis testing approach, the inter-
nal auditor creates a hypothesis and scrutinizes whether each one of the hypotheses is con-
firmed. When proactive methods are used to detect frauds, the greatest achievement is that
the fraud is detected before it becomes actual (Albrecht, Albrecht, Albrecht & Zimbelman,
2012, p.169). Data mining is an effective technique for proactive internal audit and fraud au-
dits (Giles, 2012, p.250).

There is no definite expectation from internal auditors to detect fraud and violations.
(Musa, 2017, p.32). However, internal auditors analyze and evaluate whether there are risk
elements such as pressure, opportunity, and rationalization in their audits. These evalua-
tions are substantially carried out on the basis of auditors’ professional judgment (Mengi,
2012, p.123).

Nowadays, internal auditors should prioritize proactive approaches as they perform audit
functions. Thus it will be possible to efficiently grapple with fraud (Catikkas & Calis, 2010,
p-156). The average loss that occurs on the basis of fraud types has significantly decreased in
the last decade. Average losses that appear in the form of asset misappropriation, corruption
and financial statement frauds decreased from $150,000, $538,000 and $2,000,000 in 2006 to
$125,000, $200,000 and $1,000,000 in 2016 respectively (ACFE, 2006, p.10; ACFE, 2016, p.
12). This particularly significant decrease which takes place on the basis of corruption and
financial statement fraud is noteworthy. This proves that the developments in the internal
audit function had a deterrent effect on the fraud.

Today expectations about the prevention, detection, and reporting of frauds from in-
ternal audit units are even higher than that were in the past. But, organizations should not
always expect internal audit to have the fraud investigation skills. Instead, internal audit
should support the organization’s anti-fraud management efforts by providing necessary as-
surance services over internal controls designed to detect and prevent fraud. However, if an
internal audit is required to investigate fraud, the internal auditor should have the necessary
skills and experience to investigate within the framework of his / her professional responsi-
bilities. The internal auditor should not endanger the investigation and relevant evidence in
this process (IIA, 2019, p.3). Some internal auditors can be trained on fraud types and subje-
cted to certificate programs to give them the ability to combat fraud more effectively. Thus,
internal auditors who gain expertise in fraud can successfully fulfill positive fraud audit out-

comes in the entity.
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4. A DETERMINATION BY CONTINUOUS AUDIT APPROACH BASED DATA MINING
ON A POSSIBLE FRAUD CONCERNING THE BANKING SECTOR; A CASE STUDY

This chapter focused on embezzlement acts, the most common type of fraud in the Tur-
kish banking sector. A case study on the detection of embezzlement actions using data mi-
ning techniques is presented. In this direction, a high number of banking transactions, which
were randomly and realistically generated, were considered. It is demonstrated how to use
the SQL programming language to detect transactions that are considered risky. In the cent-
ral audit processes, the unusual transactions diverging from the routine operations of the
customers are defined as risk factors. These transactions are considered abnormal and are
referred to as ‘scenarios’ in the central audit work. These processes are converted into qu-
ery language using SQL. Thus, it is possible to detect the corresponding process from a very
high number of data in a very short time. The following steps were followed during the pre-
paration of this case study;

a. Production of a large number of proper data (30,000 customer transactions).
b. An embezzlement action scenario with high probability.

c. Transformation of the central audit scenario into SQL query language as a data mi-
ning method.

d. Discovering related processes in the database by running SQL queries.

Descriptions of the above steps are respectively listed below.

4.1. Producing A Large Number of Realistic Data

Thousands of transactions are carried out in branches as the most widespread service
units of the banks every day. Almost all of them are in the structure of credit and deposit
transactions. In this direction, more than 330,000 data were produced so as to mirrorr the
transactions that were established on a day to day basis in a bank and the database for the
case study was created. Microsoft Excel was used in the data production process. This data-
base represents more than 30,000 banking transactions. The Excel and SQL screenshots for
the generated database are presented below.
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Figure 3. Realistically Produced Banking Transaction Data

The necessary processing is done on the produced data with Excel and this data is made
compatible with the SQL query. As shown in Figure, 30.021 banking transactions have been
produced in accordance with reality.
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Figure 4. Transmission Of Banking Transaction Data To SQL Program
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4.2. An Embezzlement Scenario Which Can Be Used in The Central Audit

This case study is based on an embezzlement scenario in the form of Payment from Sa-
vings Account “A” Belonging to “X” — Repayment from Savings Account “A” Belonging to “X”
in Same Day. In the case of this potential fraudulent transaction, it is assumed that bank per-
sonnel has suspicious transactions on the account of a customer with a savings account in
the branch. In this case, the bank personnel may have paid less amount than the interest in-
come on the account to the customer at the bank branch. Thus, the employee may have used
the confidence that the client has felt for him and in fact, he may have paid a lower amount
than the interest income and have embezzled the rest of the accrued interest. Logically, repe-
ated withdrawals from past due accounts on the same day is a rare situation. For this reason,

such transactions are likely to be fraudulent.

4.3. Transformation of The Central Audit Scenario Into Sql Query Language
As A Data Mining Tool

The SQL query of an embezzlement scenario in the form of Payment from Savings Ac-
count “A” Belonging to “X” — Repayment from Savings Account “A” Belonging to “X” in Same

Day is below.

SQL Query:

select a.Musteri, a.AdSoyad, a.Islem, a.Tutar, a.Tarih, a.Saat, a.Opld, b.Musteri, b.AdSo-
yad, b.Islem, b.Tutar, b.Tarih, b.Saat, b.Opld from TransactionHistory a, TransactionHistory b

Where a.Islem = ‘VDCK’ and b.Islem = ‘VDCK’ and a.Musteri = b.Musteri and a.Tarih =
b. Tarih and a.Opld = b.Opld and a.Doviz = b.Doviz and a.Saat < b.Saat

The English translation of the SQL query is as follows:
SQL Query as English:

select a.Customer, a.NameSurname, a.Transaction, a.Amount, a.Date, a.Time, a.Opld, b.
Customer, b. NameSurname, b.Transaction, b.Amount, b.Date, b.Time, b.OpId from Transac-
tionHistory a, TransactionHistory b

Where a.Transaction = ‘VDCK’ and b.Transaction = ‘VDCK’ and a.Customer = b.Custo-
mer and a.Date = b. Date and a.Opld = b.Opld and a.Currency = b.Currency and a.Time < b.
Time

In the above SQL query, an assembly that satisfies all of the following points has been for-
mulated:

o Both a and b transactions have the characteristic of VDCK (withdrawal of savings
deposits) (a.Islem = “VDCK’ and b.Islem = ‘VDCK’),
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o The customer is the same person in both processes (a.Musteri = b.Musteri).

o The date is the same date in both processes (a.Tarih = b. Tarih).

o Both transactions are carried out by the same employee of the bank (a.OplId = b.Opld).
o The currency is the same currency in both processes (a.Doviz = b.Doviz).

o The first operation time is tearlier than the second operation time (a.Saat < b.Saat).

4.4. Discovering Related Transactions in The Database By Running SQL

Queries

The following results have been obtained after running the scenario converted to SQL

query in the database. Screenshots of related records are presented below.
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Figure 5. Execution Of SQL Query on Banking Transaction Data

The SQL screenshot above shows the records obtained as a result of running the relevant
scenario. Accordingly, the transaction couple was discovered related to the scenarios defined
as a fraud risk factor in the data of 30021 rows. Thousands of data points have been queried
within seconds with the data mining technique applied using the SQL program and the fraud

risks have been revealed. These transactions are shown below.
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Table 2: Risk Records Obtained as A Result of SQL Query

— B = e = ~ —
: ¢ g% 2E| 2 2 < 5 & §
=3 < E E E E 3 8

Z = e

1308 | Mustafa Furkan Ismay | VDCK | 13000 | 24.11.2010 | 12:53:00 | ZXAN3GPS 1
1308 | Mustafa Furkan Isinay | VDCK 1000 24.11.2010 | 13:41:34 | ZXAN3GPS 1
1662 | ibrahim CandasErki | VDCK | 11000 | 10.032010 | 14:11:20 | ZXAN2GPS 1
1662 | ibrahim CandagErki | VDCK 500 10.03.2010 | 17:07:30 | ZXAN2GPS 1
1998 Selma Kuloglu VDCK | 7500 | 23.102010 | 11:46:04 | ZXAN6OYT 1
1998 Selma Kuloglu VDCK 250 23102010 | 15:41:01 | ZXAN6OYT 1
3178 Ozdener Ozturan VDCK | 180000 | 15.10.2010 | 10:16:43 | ZXANIGPS 1
3178 Ozdener Ozturan VDCK 550 15102010 | 12:44:37 | ZXANIGPS 1

The data presented in the above table indicate that consecutive payments are made from

customers’ savings account within the same day. Accordingly, these transactions mean the

following:

13.000 TRY had been paid from Mustafa Furkan Isinay’s savings account by the
ZXAN3GPS user code on 24.11.2010 at 12:53 and 1.000 TRY at 13:41.

11.000 TRY had been paid from Ibrahim Candas Erki’s savings account by the
ZXAN2GPS user code on 10.03.2010 at 14:11 and 500 TRY at 17:07.

7.500 TRY had been paid from Selma Kuloglu’s savings account by the ZXAN6OYT
user code on 23.10.2010 at 11:46 and 250 TRY at 15:41.

180.000 TRY had been paid from Ozdener Ozturan’s savings account by the ZXAN-
1GPS user code on 15.10.2010 at 10:16 and 550 TRY at 12:44.

After the execution of SQL queries, the records must be examined in detail. In other

words, it is necessary to further investigate the existence of a possible act of embezzlement in

these transactions. Some studies to be done in this direction are as follows:

o If there is no customer signature on the receipt belonging to the second transaction,

the conclusion will be that the transaction is not made by the customer. This transaction will

be deemed to be fraudulent and employee’s other actions will be examined in detail by inter-

rogation of the relevant personnel. If the employee confesses to his/her offense, a handwrit-

ten confession will be taken and the examination will be deepened.

o If there is a signature on the receipt belonging to the second transaction, it will be che-

cked whether the signature belongs to the customer. If there is any suspicion that the signa-

ture belongs to the customer, an interview will be held with the customer to decide whether

270



Central Audit Activities as a Continuous Audit Approach in the Turkish Banking Sector: A Case Study About Frauds in Savings Accounts

or not he/she has done this. If the customer declares that he/she has not done the transac-
tion, personnel will be interrogated and attempts to reveal the actual nature of the transac-
tion shall be made. If an employee confesses to anoffense, a handwritten confession will be
taken and further investigation is required. If the personnel does not make a confession, the
corresponding receipts will be sent to the criminological examination to determine whether
the signature on the receipts belongs to the customer. In the light of criminological results,
examination methods will be determined.

o Even if there is a customer’s signature on the receipt regarding the second transaction,
if the employee performing the transaction exhibits suspicious behavior, the receipt concer-
ning that transaction may have been previously unsigned. From this point of view, an inter-
view will be carried out with the customer to find out whether the transaction was, in fact,
performed by the customer.. If the customer declares that they have not done this transac-
tion, the employee will be interviewed iin an attempt to reveal the true nature of the transa-
ction.. If there are blnk, unsigned receipt forms belonging to other customers oin the emplo-
yees possession, this will increase the suspicion on the employee. If an employee confesses to
an offense, a handwritten confession will be taken and further examination will take place.

5. CONCLUSION

The central audit activities are aimed at determining situations that are divergent from
routine banking transactions, which are called “scenarios”. In other words, central audit acti-
vities focus on identifying transactions that are outside of the behavioral patterns that a cus-
tomer would follow in an ordinary bank-customer relationship. Thus, out-of-the-norm ope-
rations are instantaneously detected using data mining techniques and fraudulent actions
are effectively dealt with.

Central auditing provides a high level of efficiency in the fraud prevention processes of
banks on the basis of the continuous audit methodology. While fraud prevention is based
on a predominantly reactive approach in classical internal audit, the central audit is proac-
tive in nature. Thus, it becomes possible to detect frauds before they take place or immedi-
ately after they occur.

The findings of this study show that accounting transactions that are suspected of em-
bezzlement among the mass data in the banking sector, as a sector where excessively tran-
sactions are performed, can be easily identified by using these data analytical techniques. In
the study, 4 fraud schemes with embezzlement indications were determined among 30021
data. In this respect, it can be said that data analysis techniques are critical in detecting fraud
risks with a risk-oriented fraud audit approach. Data analytics applications, one of the most
important functions of generalized audit software, enable effective fraud struggle with limi-
ted audit resources. The cost of time and human resources for the 30,021 data presented in
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the study can be minimized by data analytical techniques. In addition, it can be said that the
examinations carried out on 4 fraud schemes detected in the study and which have a rela-
tively higher fraud risk potential will contribute to the effectiveness and efficiency of fraud

audit activities.

Concepts such as Big Data, artificial intelligence, machine learning and industry 4.0 are
at the center of intense interest today. These concepts carry business processes and job desc-
riptions to the brink of a great change. There is a serious transformation under the influence
of these developments both in internal audit processes and internal audit profession. Cent-
ral auditing is gaining ground as a reflection in the banking sector of the lights-out/unman-
ned factories paradigm seen in the production sector. In this respect, central auditing po-
ints to the starting point of the internal audit activity to be carried out as unmanned, as well
a, with the production to be made in the unmanned factory. Therefore, it can be said that an
analogy for internal audit of the industry 4.0 concept, which centered on unmanned facto-
ries in production, is the unmanned audit. Thus, it is possible to combat mass transactions
through an effective fraud prevention model, where central auditing takes place in the core.
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